DEPARTMENT OF THE ARMY
INSTALLATION MANAGEMENT AGENCY
2511 JEFFERSON DAVIS HIGHWAY
ARLINGTON, VA 22202-3926
REPLY TO
ATTENTION OF

IMAH-OPD-O JUN 2 7 2006

MEMORANDUM FOR ALL US Army Installation Management Agency Personnel

SUBJECT: US Army Installation Management Agency Policy Memorandum #39,
Brushfire Notification

1. REFERENCE. AR 25-2, Information Assurance, 14 Nov 03.

2. PURPOSE. To provide guidance to all US Army Installation Management Agency
(IMA) personnel on Brushfire Notification.

3. APPLICABILITY. These procedures are applicable to all personnel assigned to
and/or under the operational control of IMA. This policy memorandum supersedes IMA
policy memorandum #39, December 3, 2004.

4. POLICY. IMA garrisons will respond operationally to a Brushfire Notification through
their IMA region operations center in coordination with their respective Regional Chief
Information Officer (RCIO).

a. Brushfire definition: Code word given to a DA G3 directed alert and recall of
designated Information Technology (IT) personnel. A BRUSHFIRE alert is directed to
conduct computer network defense (CND) response actions in order to mitigate risk to
the network and / or minimize damage resulting from a global or theater-wide CND event.
Alerted IT personnel (including DOIMs) will execute technical control (TECHCON)
instructions from NETCOM/9th Army Signal Command or the theater Network Operations
and Security Center (NOSC) in order to set the conditions for a successful and
coordinated Computer Network Defense - Response Actions (CND-RA) of Army and DoD
networks under Army control.

b. Brushfire Notification path is as follows:

(1) Operational: The Army Operations Center (AOC) initiates operational
notification of information technology (IT) personnel through ACSIM/IMA.

(2) Technical: Technical requirements will be directed through the Network
Enterprise Technology Command (NETCOM) Technical Control (TECHCON) in
coordination with the Army Network Operations Center/Army Computer Emergency
Response Team Tactical Operations Center (A2TOC) with the NETCOM CONUS-
Theater Network Operations and Security Center (C-TNOSC) as technical lead.
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c. The Garrison’s Director of Information Management (DOIM) will respond to
operational requirements from IMA and receive technical direction from the NETCOM

C-TNOSC through the TNOSC web-based Network Common Relevant Operating Picture
(NETCROP) PORTAL.

5. PROCEDURES.

a. The IMA Operations Center (I0OC) and the NETCOM C-TNOSC serve as the
operational/ technical notification office/conduit for Brushfire Notifications (encl 1) and
traffic between the AOC, IMA region operations centers, and the garrisons. During
non-duty hours, the HQIMA Staff Duty Officer will be the point of contact (POC).
Garrisons/regions will identify a POC to their respective regions/IMA operations center
upon receipt of this policy memo. Ensure each POC has a duty, fax (commercial &
DSN), and non-duty telephone number. These contact numbers shall be updated as
required.

b. The HQIMA operations center will validate and disseminate Bushfire notifications
to all CONUS IMA region operations centers within 1 hour (H+1). The regions will then
notify their garrison commanders and the NETCOM Regional Chief Information Officer
(RCIO) within 1 hour (H+2). This initial notification/acknowledgement between the 10C
and region operations centers shall be telephonic and followed up via Non-secure
Internet Protocol Router Network (NIPRNET).

c. The RCIO will notify the garrison DOIM of the requirements of the Brushfire
Notification, monitor progress of the DOIMs, and facilitate actions as required. The
NETCOM C-TNOSC will provide technical direction to the DOIM to execute the
requirements. The RCIO will provide acknowledgement of the DOIM notification to the
CONUS Region Operations Center. The DOIM will notify the Garrison Commander that
they are executing a Brushfire Notification immediately (encl 2).

d. The garrison DOIM will commence local implementation of TECHCON
instructions and provide acknowledgement of the Brushfire Task Order within 1 hour
(H+3) and an initial situational report within 2 hours (H+4) directly to the NETCOM
C-TNOSC via the Network Event Alert Reporting (NEAR) database on the NETCROP
portal. Additionally, the NETCOM C-TNOSC may be contacted via:
conus-tnosc-arm@netcom.army.mil; DSN: 879-6798; COMM: 520-538-6798; Fax: 520-
538-6502. The garrison DOIM shall continue to update the NETCOM C-TNOSC and will
report completion of the Brushfire Task Order via NEAR database on the NETCROP
portal. The DOIM shall provide updates to the RCIO at the same time as reports flow to
the NETCOM C-TNOSC for situational awareness. The RCIO shall consolidate all
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reports and provide situational information to the Region Operations Center who will then
forward them to the HQIMA Operations Center, as well as confirmation of DOIM reports
to the NETCOM C-TNOSC. The DOIM will also provide informational updates to the
garrison commander as directed by the commander.

e. Email responses to the HQIMA Operations Center shall be sent via NIPRNET to:
imaopscenter@hqda.army.mil; SIPRNET to: imaopscenter@hgda-s.army.smil.mil. Phone
DSN: 312-332-4254; COMM: 703-602-4254; Fax: 703-602-1703. HQIMA Staff Duty
Officer is COMM: 703-380-4295.

6. PROPONENT. The IMA NETCOM LNO (IMAH-LNO-N) is the proponent for this IMA
policy at DSN: 312-332-5248; or COMM: 703-602-5248.

OFIN A. MACDONALD

Brigadier General, USA
Director

2 Encls



} jou3g

¥003ai0y00ct ¥SZy-209-€0. / W AWIE BPOU@ISWUBp ulyol/O-aAdO-HVYII 18wyeq "N uyor
NOILVOIHILON
<« ONVININOD
HOLVHLSININGY
WILSAS TVAO¥ddY 09 NOILVOIdILON
——»  qarotaaa e SIANVANOO 4 INOOVIN Ha1INL -
uu 3LYNIQ¥O8NS 1vD «---- O0OSONL-O
| Horvi INOOQL3N
1
I WISOV |4 aN3IoO31
" JOLVHLSININGY 1¥0 00¥ e
| W3LSAS ¥3IN3ID SdO | | 1730 SdO
I ANVN3L vNIOH __[® | 99000
| ﬂ/ k .\ Y
“ AN ¥3IANYWWOO | SY3LN3D SdO dIHS¥3av3al NOILVOI4ILON
“ // NOSIHHVYO zO_Omw_ VINI WOOL3N ANVININOD
1 \
1 N A J NOILVOIJdILON
! HO1VM1SININGY A 99/019Y TVOINHO3L
! WILSAS -4 WOd |q=f=-===- 9SONL-D
“ NOSINYYD NOSI¥HVO L’ — 'R
e
I h g TYNOLLONNA [ | N WOOL3N
I le -~ l\..\H ||||||||||||| [T
; e oo === === F =+ OSoNL-O
e il == -==~"—"] osoN WOO13N ~
A ) < GEFNORTET0 N b oll mll Y 00Lev
SNOILVZINYOHO 7
NOILVTIVLSNI ISy 9SON '\ /
H_H_O [ € — — = OZI< /
/
ajy bBuiwosu
OSONY fa= = Jooi _‘ HOIY DO
o SIH €+H SIH ¢+H UIiNl Ov+H UINl 0C¢+H UtiAl §+H __

NOILVOIdILON FdIdHSNAY




¢ |oug

00301 0d00CL $G2y-209-£0/ / TWAluIe epbU@IaWUEP UUol/O-d0O-HYIN| ‘Jawyeq ‘N uyor
HOLVHLSININAY HIANVINNOD
W3LSAS 31VYNIQYOENS

a3A01d3d HOrYIN ™ ONILHOd3
T «—— (ONVINNOOD
I WOOVIN 1VD D0V
|

A
" <«=-=--- 9NI1LHOd3H
I HOLVHLSININGY ¥3INID SdO OSONL-O/INODL13IN
: INILSAS YINIOH
| INVNIL 3 \EREN
“ AN 1130 SdO
! N YIANYAWNOD SY3LNID SdO 99/012 ONILHOd3d
_ N NOSIHAYO NOID3Y VI
! N ANVININOD
| //
_ y N ONILYOdIY
| HOLVHLISININGY -
I W3LSAS L wiea | ______ » 99/010d . OSONL-O/NODL13IAN
1 NOSIHYYD NOSIHYVYD o
I . e N
I I , JSON o
| 1 , 4 AYNOILONNG & ~ ~ N
| | S S -
I ~-Cc-Z------------o - =» OSONLO H-.,
r > 201zv
b e e e e e e S P P A M oon F-I- - WOO13N
L . a3A07d3a P ,
o P
SNOILYZINYOHO P
NOILYTIV.LSNI s
o [--w o | |
OSON ’
JOSONY |- — -
ypoday [emiu] SIH p+H P _wvsn
MOV SiIH €+H MOV iH L+H MOV UlliN 0€+H

ONILYOdIN FJAHIdHSNAJE




